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Document Scope:
The purpose of this document is to provide a high-level overview of the policy
components of Firepower Threat Defense, how to configure basic policy elements, and
where to go for further insight. Note that links to other documents and VoD’s are not
under direct control of the writers of this document and are offered as potential
supplemental material. These links could go stale and we will attempt to refresh them in
newer versions of this documentation.

Traffic Flow Overview:
The diagram below depicts the high-level traffic flow through a Cisco Next Generation
Firepower Device. Although there are many advanced features, the only mandatory
configuration block is the highlighted Access Control Policy block.
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This document will provide guidance and best practices in the creation of a basic
access control policy, and its relevant components. Next, we will use the basic access
control policies to incorporate advanced security functionality such as intrusion
prevention, and malware policies. For a more in depth understanding of policy and
traffic flow based on rules you can read NGFW Policy Order of Operations.

Security Intelligence:
As an early line of defense against malicious internet content, Security Intelligence uses
reputation intelligence to quickly block connections to or from IP addresses, URLs, and
domain names. This is called Security Intelligence blacklisting.
Security Intelligence is an early phase of access control, before the system performs
more resource-intensive evaluation. Blacklisting improves performance by quickly
excluding traffic that does not require inspection.

More information on Security Intelligence can be found here.
For a VoD Overview with adding a custom 3rd party feed go here.

Access Control Policy:
An access control policy consists of the following components:
Objects: Used throughout the system, help define similar elements.
Rules: How you match traffic conditions, matched in a top-down order.
Prefilter Policy: Optional – Allows you to fastpath, bypass all inspections options.
Default Action: Action taken, when no rules match the traffic.
Logging: The types of connection events logged for matching traffic.
Further Inspection: Optional – Which malware or intrusion policy the traffic will go
to next.
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Building an Access Control Policy:
1.
2.
3.
4.

Browse to Policies -> Access Control -> Access Control
Click New Policy
Define Name (Enter name of your choice & description)
Click Save

Adding Rules to Access Control Policy:
Browse to Policies -> Access Control -> Access Control and click the pencil icon to
edit policy.
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Next Click Add Rule to add rules. (See 1 in graphic blow)

VoD of similar material around Access Control Policy Creation can be reached here.
Recommendations for Access Control Rule Order (as seen above).
Rules are applied on a first-match basis, so you must ensure that rules with highly
specific traffic matching criteria appear above policies that have more general criteria
that would otherwise apply to the matching traffic. Consider the following
recommendations:


Specific rules should come before general rules, especially when the specific rules are
exceptions to general rules.



Any rules that drop traffic based on layer-3/4 criteria only (such as IP address, security
zone, and port number) should come as early as possible. (Examples are rule 1 and 2
above.) We recommend they come before any rule that requires inspection, such as
those with application or URL criteria, because Layer-3/4 criteria can be evaluated
quickly and without inspection. (Examples of rules requiring inspection are rules 3 and 4
above.) Of course, any exceptions to these rules must be placed above them.



Whenever possible, put specific drop rules near the top of the policy. This ensures the
earliest possible decision on undesirable traffic. Example is rule 1 in graphic above.



Combining application and URL criteria can lead to unexpected results, especially for
encrypted traffic, so we recommend that you create separate rules for URL and
application filtering whenever possible. Any rules that include both application and URL
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criteria should come after straight-forward application-only or URL-only rules, unless
the application+URL rule is acting as an exception to a more general application-only or
URL-only rule.


Notice the default action for Access Control is set to Block All Traffic. (Shown in graphic
above and labelled 2.) This is typical of a legacy firewall and inline with default firewall
behavior. However, next-generation firewalls allow you to take further on traffic based
on the configured rules.
For a VoD look at URL rule creation you can go here.
For a VoD Look at IPS and Policy creation on the FDM go here.

Intrusion and File Policies:
Intrusion and file policies work together as the last line of defense before traffic is
allowed to its destination:



Intrusion policies govern the system’s intrusion prevention capabilities.
File policies govern the system’s file control and AMP for Networks capabilities.
Access control occurs before deep inspection; access control rules and the access control default
action determine which traffic is inspected by intrusion and file policies.
By associating an intrusion or file policy with an access control rule, you are telling the system that
before it passes traffic that matches the access control rule’s conditions, you first want to inspect
the traffic with an intrusion policy, a file policy, or both. By default, the system disables

intrusion and file inspection of encrypted payloads. This helps reduce false positives and
improve performance when an encrypted connection matches an access control rule
that has intrusion and file inspection configured. This additional functionality can be
added by enabling an SSL Policy, details on which will be provided in a subsequent
release of this tech note.
Note: Inspection of encrypted traffic and payloads can be added by enabling an SSL Policy.
More information on creating SSL policies can be found here.

Network Analysis and Intrusion Policy Basics:
Network analysis and intrusion policies work together as part of the Firepower System’s
intrusion detection and prevention feature. The term intrusion detection generally refers
6
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to the process of passively analyzing network traffic for potential intrusions and storing
attack data for security analysis. The term intrusion prevention includes the concept of
intrusion detection but adds the ability to block or alter malicious traffic as it travels
across your network.
In an intrusion prevention deployment, when the system examines packets:
A network analysis policy governs how traffic is decoded and preprocessed, so it can
be further evaluated, especially for anomalous traffic that might signal an intrusion
attempt.
An intrusion policy uses intrusion and preprocessor rules (sometimes referred to
collectively as intrusion rules) to examine the decoded packets for attacks based on
patterns. Intrusion policies are paired with variable sets, which allow you to use named
values to accurately reflect your network environment.
Network analysis policies can be customized by clicking the advanced (labeled with a 1
in graphic below.) tab under Policies -> Access Control -> Access Control.

This document does not cover an in depth look at Network Analysis Policies. For more
information on then you can go here.

Intrusion Policy:
Cisco delivers several intrusion policies with the Firepower System. By using systemprovided intrusion policies, you can take advantage of the experience of the Cisco Talos
Security Intelligence and Research Group (Talos). For these policies, Talos sets
intrusion and preprocessor rule states, as well as provides the initial configurations for
advanced settings. You can use system-provided policies as-is, or you can use them
as the base for custom policies. Building custom policies can improve the performance
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of the system in your environment and provide a focused view of the malicious traffic
and policy violations occurring on your network.
The differences in the system provided policies are shown in the figure below.

Connectivity Over Security
• CVSS Score 10. 2 years
• 499 rules
• 15 preprocessors enabled
Balanced Security and Connectivity
• CVSS Score 9 or higher. 2 years
• 9250 rules
• 15 preprocessors enabled
Security Over Connectivity
• CVSS Score 8 or higher. 3 years
• 11944 rules
• 17 preprocessors enabled
Note: The specific number of rules that are enabled within each default policy may vary
slightly based on current recommendations from Cisco’s Talos organization, which maintains
the rules within the platform.
Note: Maximum Detection Policies are not recommended for production networks. They
are only provided for testing environments.

Recommendation:
As mentioned above it is recommended to NOT use the Maximum Detection Policy
except for testing purposes. The recommended system provided policy is Balanced
Security and Connectivity—This policy is designed to balance overall network
performance with network infrastructure security. This policy is appropriate for most
networks. Select this policy for most situations where you want to apply intrusion
prevention.
It is also possible to inherit a system-provided policy, and enable additional rules to
account for your specific types of traffic, more detail can be found by reading this guide.
This is demonstrated in the steps below.

Building a Base Intrusion Policy:
1. Browse to Policies -> Access Control -> Intrusion Policy
2. Click New Policy
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3. Define Name (Enter the name description etc you want)
4. Select Base Policy (from dropdown)
5. Click Create Policy

Adding Rules to Access Control Policy:
Browse to Policies -> Access Control -> Intrusion and click the pencil icon to edit
policy.

Below we’ll start with a base policy, Security Over Connectivity (As shown in the
Graphic previously under Intrusion Policy) and add a layer to enable additional rules. As
seen in the base policy, there are 11,944 enabled rules, out of with 243 only generate
events, and the remainder drop and generate events.
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Next, we’ll enable additional rules under the Policy Layers section and see the effect on
the total policy.
Select Policy Layers  My Changes  Rules (We will filter for Telnet per graphic
below)

Once the changes have been saved, we’ll browse to the Policy Layers section and see
the cumulative effect on the policy. Note that the total number of rules has increased by
4 and that components are broken down in the layers section.
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The final step is to link the intrusion policy to an existing access control rule.
Browse to Policies  Access Control  Access Control  Access Control Policy
Click Edit (pencil icon) on the Allow TELNET rule.

Next, click the Inspection tab on the right, select the Custom Intrusion Policy under the
Intrusion Policy section, click Save, and Save. Then Deploy.
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File and Malware Policy:
For any single connection handled by an access control rule, file inspection occurs before intrusion
inspection. That is, the system does not inspect files blocked by a file policy for intrusions. Within file
inspection, simple blocking by type takes precedence over malware inspection and blocking. Until a
file is detected and blocked in a session, packets from the session may be subject to intrusion
inspection.

AMP for Firepower uses the AMP cloud to retrieve dispositions for possible malware detected in
network traffic, and to obtain local malware analysis and file pre-classification updates. The
management interface must have a path to the Internet to reach the AMP cloud and perform
malware lookups. When the device detects an eligible file, it uses the file's SHA-256 hash value to
query the AMP cloud for the file's disposition. The possible dispositions are:


Malware — The AMP cloud categorized the file as malware. An archive file (e.g. a zip file) is marked
as malware if any file within it is malware.



Clean — The AMP cloud categorized the file as clean, containing no malware. An archive file is
marked as clean if all files within it are clean.



Unknown — The AMP cloud has not assigned a disposition to the file yet. An archive file is marked as
unknown if any file within it is unknown.



Unavailable — The system could not query the AMP cloud to determine the file's disposition. You
may see a small percentage of events with this disposition; this is expected behavior. If you see a
number of "unavailable" events in succession, ensure that the Internet connection for the
management address is functioning correctly.
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Available File Policies

You can select one of the following file policies:








None — Do not evaluate transmitted files for malware and do no file-specific blocking.
Select this option for rules where file transmissions are trusted or where they are
unlikely (or impossible), or for rules where you are confident your application or URL
filtering adequately protects your network.
Block Malware All — Query the AMP cloud to determine if files traversing your network
contain malware, then block files that represent threats.
Cloud Lookup All — Query the AMP cloud to obtain and log the disposition of files
traversing your network while still allowing their transmission.
Block Office Document and PDF Upload, Block Malware Others — Block users from
uploading Microsoft Office documents and PDFs. Additionally, query the AMP cloud to
determine if files traversing your network contain malware, then block files that
represent threats.
Block Office Documents Upload, Block Malware Others — Block users from uploading
Microsoft Office documents. Additionally, query the AMP cloud to determine if files
traversing your network contain malware, then block files that represent threats.
For a VoD Example of Creating a Malware Policy on FMC go here.

Building a File Policy:
Below is an example of the steps for creating a file policy and a rule for creating a
Malware Policy.
File Policy:
1. Browse to Policies -> Access Control -> Malware & File Policy
2. Click New Policy
3. Define Name (Name it whatever makes sense to you)
4. Select File Categories -> File Types -> Action
5. Under Action Select Block Files
6. Create a rule to block all executable files. (Check the Executables box)
7. Click Add and then Save
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Malware Policy:
1. Browse to Policies -> Access Control -> Malware & File Policy
2. Click New Policy
3. Define Name (Name it whatever makes sense to you)
4. Select File Categories -> File Types -> Action
5. Under Action Select Malware Cloud Lookup
6. Create a rule to inspect PDF, Executables, Archive, and Office Documents.
(Select these file types under File types)
7. Click Add then Click Save
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8. Once a File Policy exists, it needs to be added to those Access Control rules that will
define the traffic to be inspected. This is done within the Access Control Policy. Edit the
specific rule and select the Inspection tab to select the created File Policy.

For additional information on malware inspection and performance tuning click this
guide.
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Legal Information:
THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO
CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL
ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.
THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN
THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS
REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT
YOUR CISCO REPRESENTATIVE FOR A COPY.
The Cisco implementation of TCP header compression is an adaptation of a program developed by the
University of California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All
rights reserved. Copyright © 1981, Regents of the University of California.
NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE
SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS
DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A
COURSE OF DEALING, USAGE, OR TRADE PRACTICE.
IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL,
OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO
DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and other
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or
phone numbers in illustrative content is unintentional and coincidental.
All printed copies and duplicate soft copies are considered un-Controlled copies and the original on-line version
should be referred to for latest version.
Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the
Cisco website at www.cisco.com/go/offices.
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